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Policy Title
Fraud Investigation and Allocation Policy
Purpose

Aims

To provide guidance to officers and staff with regard to current processes to effectively allocate and investigate fraud.
Objectives
· To identify current roles and responsibilities with regards to fraud allocation and investigation
· To highlight processes for dealing with Calls for service and NFIB disseminations
· To share best practice guidance and models for investigating or not investigating fraud
· To understand the Fraud Escalation Process for regional and National tasking
· To demonstrate the Constabulary’s response to vulnerable victims of Fraud (Op Signature)
Section 1 – Policy Intentions
1.1 
HMICFRS Report - ‘Fraud: Time to choose – An inspection of the police response to fraud’ dated April 2019 stated Recommendation 9 - By 30 September 2019, chief constables should publish their force’s policy for  responding to and investigating allegations of fraud.
1.2 
This document sets out the agreed policy for allocating and investigating allegations of volume and complex fraud including ‘Calls for Service’ (CFS) and National Fraud Intelligence Bureau (NFIB) disseminations for enforcement.
1.3 
Gloucestershire Constabulary does not currently possess an Economic Crime Unit, following the disbandment in 2011. This policy provides guidance as to which department is best placed to allocate and investigate fraud, utilising departments such as Criminal Investigation Department (CID) and Local Investigation department (LIT). It is important to note that in the current financial year (2019-2020), authority to create an Economic Crime Team (ECT), consisting of four civilian fraud investigators has been granted.
1.4 
This policy provides a framework for staff to use their knowledge and discretion to make the most efficient and effective decisions to achieve the best possible result for any victims of economic crime. 
Section 2 – Policy wording

2. 0 
The Gloucestershire Constabulary Fraud Investigation and Allocation Policy is designed to reinforce the national fraud 4 P strategy in tackling fraud and cybercrime and participating in the whole system approach to disrupting and dismantling fraudsters.
Pursue - Perpetrators of fraud will face the risk of prosecution, loss of assets and dismantling of their operations at every opportunity. The combined law enforcement response will attack the finances of organised crime, across regional, national and international borders. All statutory enforcement options available to police and our partners will be exploited to detect, investigate and disrupt criminality at the earliest possible stage, prosecuting those responsible and recovering assets.
Prevent - The police and partnership approach will be to deter people from engaging in fraud by raising awareness of its devastating impact and showing that crime does not pay by marketing our successes. 

Protect - By working together in a cohesive partnership we aim to educate the public and businesses to prevent them becoming victims of fraud. Activities across the full spectrum of public and private sector partners will ensure alerts of fraud are rapidly communicated to potential victims. By understanding our emerging threats we will effectively drive targeted communications to help individuals protect themselves and reduce repeat victimisation. 

Prepare - Given the rapid increase in fraud both cyber enabled and otherwise, significant investment has been made to the future staffing and resourcing of fraud investigation. In conjunction with our partners we are ensuring an effective future response.   
 2.1 
All fraud investigations in Gloucestershire will comply with the College of Policing ‘Fraud Investigation Model’ (FIM), See Appendix A
2.2 
This policy sets out our strategy and response to Fraud. The principles of this approach are to;

· Ensure we are aware of and support all victims of fraud in Gloucestershire.

· Provide direct interventions and support to vulnerable victims of fraud to reduce harm and prevent them from being further victimised.

· Implement measures to prevent fraud through engagement, education and collaborative working with other related disciplines and partners. 

· Ensure we understand the threat and demand from fraud offences.

· Ensure we are able to allocate and properly investigate offences bringing offenders to justice and recovering the proceeds of their crime.

· Develop a skilled workforce that has the capability to provide quality investigations.

· Seek to obtain in the future computer systems which will aid the investigation of complex fraud/money laundering/corruption and bribery offences, to reduce cost, time of an investigation and provide a better service to the public – such as ALTIA. 
2.3 
There are a number of Police Officers trained by City of London Police Academy on SFIP –Specialist Fraud Investigator Programme, Bribery and Corruption offences who will advise staff on such investigations. It is accepted these officers cannot investigate all allegations of Fraud, Corruption and Bribery but can provide support. These specially trained officers are a force resource (notwithstanding their geographical posting) and are expected to investigate the more serious and complex enquiries, particularly those that deliver the most harm and impact on the victim.
2.4 
The Financial Investigation Unit is currently staffed with Accredited Financial Investigators who are also trained in restraint applications and confiscation proceedings and are able to utilise their skills to support investigations across all areas of the organisation. They are not case officers or OIC’s.
3. Fraud Assessment Principles 
3.1  
Fraud is a type of criminal activity defined as; ‘abuse of position, or false representation, or prejudicing someone’s rights for personal gain’. Fraud Types ‘The taxonomy of Fraud’ See Appendix C
3.2  
An assessment system will be used for fraud investigation to ensure the most appropriate disposal, and in the victims’ best interest, providing a framework for staff to use their knowledge and discretion to make the most efficient and effective decisions to achieve the best possible result for any victims of economic crime.
3.3 The priority is to identify whether the person reporting is a ‘Vulnerable person’ or ‘Adult at Risk’ 
3.4 When considering an investigation following an allegation of fraud, a number of factors must be taken into account including the nature of the fraud type, resources available and the potential success of the investigation.  However, the vulnerability of the victim and the impact of the crime will be of paramount importance in our decision making process.

3.5 Each offence identified will fall into one of the categories below.

CAT 1 - Cases that must be investigated by Gloucestershire Constabulary either alone or in partnership with an enforcement agency (DWP, Trading Standards, HMRC, Pensions Regulator, Charities Commission etc.)

CAT 2 - Cases where, following assessment, it is apparent that the offender does not reside in Gloucestershire and therefore would be more appropriately investigated by another force.

CAT 3 - Cases with cross border offenders or of such complexity that consideration should be given to referral through to SW ROCU, CoLP, NCA or SFO.

CAT 4 - Cases that, due to the specific nature of the fraud, would be more appropriately investigated led by a partner agency (DWP, Trading Standards, HMRC, Pensions Regulator, Charities Commission etc.).

CAT 5 - Cases where disruption would be the most beneficial course of action either alone or in conjunction with a partner agency (DWP, Trading Standards, HMRC, Pensions Regulator, Charities Commission etc.)

CAT 6 - Cases that should be sign-posted to civil procedures.

CAT 7 - Cases that should not be investigated, as these cases are not considered to be within the public interest. 
3.6 Considerations for Higher Priority Cases;
· The victim(s) are believed to be vulnerable, for example, older people, people with disabilities and socially isolated individuals including other protected groups under the Equality Act 2010.  

· Frauds having a significant impact on the victim(s). For example, a negligible loss to a large company could be catastrophic for a private individual or small business. 

· The offence is believed to be part of a linked series. 

· The offenders are part of an organised crime group and the activity reported would score ‘high’ on the matrix. 

· There are clear opportunities to identify and restrain assets from the criminals with the aim of pursuing confiscation or forfeiture proceedings.

· The circumstances under investigation fall under the category of a critical incident, or the decision not to investigate could have a significantly detrimental effect on public confidence or satisfaction.
· Frauds giving rise to significant public concern, possibly highlighted by a high degree of press interest.
· Frauds involving substantial sums of money. (NB. Cases meeting the acceptance criteria of the Serious Fraud Office may be referred directly to them, either by the victim or the police).

· Frauds committed by, or knowingly facilitated by, professional advisers, e.g. lawyers, accountants, merchant bankers. 

· Frauds likely to undermine confidence in leading UK institutions or otherwise undermine the economy. 

· Frauds committed by members of boards or other senior managers. 

· Frauds where law enforcement action could have a material deterrent effect.

· Frauds which indicate a risk of more substantial/extensive fraud occurring. 

· Cases where the victim has devoted significant resources to fraud prevention or has been willing to participate in appropriate crime prevention partnerships or otherwise assist the police. 

· Frauds which it has been agreed should be a current law enforcement priority. 

3.7  Considerations for lower priority cases;

· Cases which solely involve mule accounts

· The investigation would require a disproportionate level of resource to bring the case to a conclusion and would adversely impact upon our ability to investigate other crime.

· The victims are not willing to support a prosecution due to low level impact on them or where they have been obliged to report the crime by a financial or other institution so that they can be compensated appropriately.

· Frauds where the likely eventual outcome, in terms of length of sentence and/or financial penalty, is not sufficient to justify the likely cost and resourcing of the investigation. 

· The victim has pursued civil recourse and has subsequently turned to the police for a criminal investigation as a result of dissatisfaction with the civil remedy.

· Delays to the investigation will be caused by the location of key evidence elsewhere.

· Victims have ignored guidelines that are designed to prevent them becoming victims of fraud, for example, online banking and auction sites.

· Frauds where the victim’s conduct has contributed to the loss, in particular, where the police have previously given guidance or warnings to victims about fraud risks that have not been acted upon.

· Cases where the victim’s motive for making the complaint appears to be malicious and is primarily focused on recovering monies owed, or designed to distract attention from the complainant’s own involvement in the fraud. (Such cases might nevertheless merit investigation, particularly where there are other victims involved). 

· Cases where victims are not prepared to co-operate fully with the investigation and prosecution, although we will always consider carefully how to assist victims and witnesses who have concerns about safety. 

· Frauds more suitable for investigation by another enforcement or regulatory agency. 

· Cases where another police force has decided not to investigate other than for geographical reasons. 

· Frauds that have already been investigated by the police or another enforcement agency, or that have been the subject of regulatory proceedings, unless significant new evidence has come to light or the previous investigation had a narrow remit that did not address all the relevant issues. 
· Cases where the existence of other proceedings might have a detrimental effect on a criminal investigation and subsequent prosecution. 
· Frauds which took place a long time ago (probably more than 2 years), unless there are exceptional circumstances
4. Fraud Assessment Process See appendix B
4.1 
All fraud reported to Gloucestershire Constabulary from the ‘Action Fraud Process’ will be assessed by the Action Fraud SPOC based in the Initial Investigation Team. The deputy Action Fraud SPOC is the Financial Investigation Unit Detective Sergeant. 

This will provide them with initial allocation options; 
a) Consider immediate referral to SW ROCU, National Lead Force – currently City of London Police, National Crime Agency or Serious Fraud Office via National Fraud Tasking Process through the Detective Inspector for Economic Crime for presentation at the next Tasking meeting. 

b) Allocate for Force Criminal Investigations Department 

c) Allocate to Local Investigation Team

Each allocation will be completed via the Force Crime registrar for investigation to be inputted into the force Crime Recording System UNIFI, and a local crime recorded.  
4.2 
Offences that MUST be recorded on the force crime management system (currently UNIFI) as a substantive fraud and not report to Action Fraud are: 

· Making or supplying article(s) for use in fraud

· Possess/control article(s) for use in fraud

· Possession of false documents

· Making off without payment (including all forms of bilking)

· Theft of fuel

· Forgery or use of drug prescription

·  Forgery, etc, associated with vehicle or driver records

· Other forgery


· All POCA crimes

· Cash Seizures/Confiscations.

4.3 
All crime reports must include the Action Fraud NFRC number, and have a fraud investigation model compliant investigation plan recorded either prior to allocation or identify a suitably trained person (SFI course) to place this on the crime.
4.4 
Any uncertainties surrounding assessment of fraud should first be discussed with the Detective Sergeant or Manager of the Financial Investigation Unit. All crimes considered suitable for the ‘Transcrime’ process (allocated to incorrect force for investigation) will be referred back to the DI or Manager of Financial Investigation Unit for referral back to NFIB. The AF SPOC (PS IIT) will maintain the force register of ‘Action Fraud’ disseminations received and allocated.

4.5 
The officer attending a report of a call for service/ crime in action will be responsible for submitting a crime and Action Fraud Report. 

4.6 
For all other reports of fraud the responsibility for submitting a report to Action Fraud will remain with IIT.  Initial Investigation Department based in Force Control Room, prior to crime closure or allocation to another department for investigation. 
4.7  
Action Fraud does not deal with possessing articles for use in fraud and cyber-crime. For example, possession of articles, POCA offences. This is a police recorded offence that needs to be recorded on the crime system. If a fraud has been committed involving the theft of a vehicle, the police must record on PNC any PNC ‘registered item’. Action Fraud will not do this for you. They do not have access to the PNC.
5. Decision not to investigate a fraud 

5.1  
Where a decision is made that no investigation is to take place, the Crime UNIFI system should be updated and NFIB advised via the Force Crime Registrar.

5.2  
This decision can be made when the Fraud Manager/ Detective Sergeant decides that further investigation, resulting from the crime report, which could provide evidence sufficient to support formal action being taken against the suspect is not in the public interest with the below considerations noted. 

 5.3  
The views of the victim, or their representative, will always be an important consideration when taking the decision not to investigate an offence where there is a named suspect and must be recorded in clear and auditable manner. 

5.4 
There will be exceptional circumstances when it would not be in the public interest to investigate an offence contrary to the victim’s wishes. Where this is the case, the decision must be endorsed by the Fraud Manager or Detective Sergeant with the rationale fully documented in the crime record confirming the victim has been made aware of this outcome.  

5.5 
Regard must be given to the public interest test considerations set out in the Code for Crown Prosecutors Para 4.12 a-g:  key points are as follows:
How serious is the offence committed? The more serious the offence, the more likely it is that a full investigation is required.
What is the level of culpability of the suspect? Regard should be given to considering culpability as to whether the suspect is, or was at the time of the offence, suffering from any significant mental or physical ill health as in some circumstances this may mean that it is less likely that an investigation is required. 
What are the circumstances of and the harm caused to the victim? The circumstances of the victim are highly relevant. The greater the vulnerability of the victim, the more likely it is that further investigation is required. This includes where a position of trust or authority exists between the suspect and victim.

An investigation is also more likely if the offence has been committed against a victim who was at the time a person serving the public.

Regard must be given as to whether the offence is perceived (by the victim or anyone else) to have been motivated by any form of discrimination against the victim's ethnic or national origin, gender, disability, age, religion or belief, sexual orientation or gender identity, homelessness or membership of an alternative sub-culture; or the suspect demonstrated hostility towards the victim based on any of those characteristics, whether real or assumed. The presence of any such motivation or hostility will mean that an investigation is required. In these cases the offence should be additionally flagged as a hate crime
In deciding whether an investigation is required in the public interest, any decision should take into account the views expressed by the victim about the impact that the offence has had. In appropriate cases, this may also include the views of the victim's family.

Consideration should be given as to whether an investigation is likely to have an adverse effect on the victim's physical or mental health, always bearing in mind the seriousness of the offence. If there is evidence that any subsequent prosecution is likely to have an adverse impact on the victim’s health it may make further investigation less likely, taking into account the victim's views.
Was the suspect under the age of 18 at the time of the offence? The criminal justice system treats children and young people differently from adults and significant weight must be attached to the age of the suspect if they are a child or young person under 18. The best interests and welfare of the child or young person must be considered including whether any potential prosecution is likely to have an adverse impact on his or her future prospects that is disproportionate to the seriousness of the offending. 
What is the impact on the community? The greater the impact of the offending on the community, the more likely it is that further investigation is required.

6. Call for Service
6.1 
Assess whether the person reporting requires a ‘call for service’ 

6.2
Use THRIVE (Threat, Harm, Risk) to make an informed risk assessment and triage the victim         appropriately. 

6.3 
A call for service is defined as the following: 
· an offender has been arrested for a fraud offence, or

· the offender is committing, or has recently committed, a fraud offence,

· at the time of the ‘call for service’ to police

· the suspect is known and police can/could locate the suspect with the details provided, or, have sufficient details to apprehend an offender. ie local crime- local victim and local offender
In all these circumstances, police are expected to deal with the complaint and record the fraud on Action Fraud and their own crime management systems even if immediate police action cannot be provided.
7. Non Call for Service 

7.1 
Triage the fraud, to ensure it doesn’t amount to a ‘call for service’ for FORCE, and then advise the victim:
· Use THRIVE (Threat, Harm, Risk, Investigation) to make an informed risk assessment, and triage the victim appropriately.

· Unless a report of fraud requires immediate police action, all reports of fraud should be made to Action Fraud, the national fraud reporting centre for fraud and cybercrime.

· The easiest way to report to Action Fraud is online at www.actionfraud.police.uk. Suggest to the victim that they create an account to allow them to:

– Save and resume a partially completed report

– Track progress of their report

– Add information to their report

– Call us to discuss their report

– Receive an update by email.

· They can also telephone the Action Fraud Contact Centre on 0300 123 2040. Reporting online gets treated with the same amount of urgency as reports made through the contact centre.
· If a victim is identified as vulnerable, attending officer and/or IIT staff can and should make a third party report on the victim’s behalf, registering with AF as described above.
7.2 
Even if an offence is not a ‘call for service’ consideration should be given to carry out some action in regards to the following: 
· seizure of material that may not be available at a later date i.e: CCTV 

· Where funds are at risk – e.g: require police intervention to freeze funds/account
· Golden hour principles apply. If this occurs officers record a crime, but undertake no investigation requesting the Force Crime registrar no crimes the offence following a report to action Fraud. The crime will not be closed without an NFRC number which should indicate that material is held against which crime number.

· Any material seized will be stored against the crime, and following the AF triage process, if an investigation is allocated to another force, they can request the material which has been stored against the appropriate crime number.
8. Alternative resolutions for fraud 
8.1 As above reference is made to disruption, joint agency working and civil resolution (CAT 4/5/6 specifically).  Within this section, individual types of fraud crime will be highlighted with specific examples of potential alternative resolutions.  Each report of fraud must be treated on its merits and on a case by case basis. This category includes: 

· Cyber Enabled Volume Fraud

· Mass Marketing and Miscellaneous Fraud

· Investment and Banking Fraud

8.2 This is not an exhaustive list and must be used in conjunction with the Category and Priority sections of the policy to justify an alternative to a standard criminal investigation and all reasoning must be fully endorsed on the UNIFI Crime Recording System for future scrutiny and transparency.

9 - Cyber Enabled Fraud
9.1
 Definition of ‘phishing’ – the attempting to acquire sensitive information such as usernames, passwords, and credit card details (and sometimes, indirectly, money) by posing as a trustworthy entity in an electronic communication. If the victim has not lost any money or exposed their personal details, they can report a phishing attempt online at: www.actionfraud.police.uk/report-phishing

It’s important to note these points:

· The survey does not take any personal information and upon completion no crime reference number is given.

· These reports are recorded by Action Fraud as ‘information reports’ and they will not result in a police investigation. That doesn’t mean anything cannot be done, by reporting to Action Fraud this enables intelligence to be gathered and

· Preventative action to be taken by police. For example, suspending telephone numbers and websites used to commit this type of fraud.

· If a victim has lost money or exposed personal details, they should report this to us as a crime.

· The website is HTTPS and so is the survey. All information inputted is encrypted.

· The survey asks people a few questions and then directs people to also forward emails and text messages onto: NFIBphishing@city-oflondon. pnn.police.uk
9.2 Officers/ PSI’s must ensure they consider CPIA and disclosure rules when seizing electronic devices 
9.3 If a business, charity or other organisation is currently suffering a live cyber-attack (in progress), recommend that they call 0300 123 2040 immediately. This particular service is available 24 hours a day, 7 days a week and is only available via telephone. An example of a live cyber-attack would be when a business’s website or online service crashes after being overwhelmed by a large volume of traffic from multiple sources. Also known as a ‘Distributed Denial of Service’ (DDoS).

10. Prosecution for money laundering

10.1 It may be deemed appropriate at the assessment stage that due to the category and priority of the offence, it is more efficient and effective to investigate the matter as a money laundering case as opposed to the fraud offence. 

10.1 
If IIT makes this assessment the OIC should be referred to the DS Fraud for advice on points to prove and assist in preparing an investigation plan. It may be that this investigation is passed to a SFI trained officer.
11. Escalation Process 
11.1    A common sense approach will be taken in respect of allocation of viable investigations. It will be key that effective, collaborative relationships are built between the LIT and CID investigators in particular to ensure open discussion in the interest of the victim and our community to determine the most appropriate resource to investigate fraud across Gloucestershire.  

11.2 
During an investigation new evidence may become available that increases the seriousness or the complexity of the investigation.  It is not expected that in all such cases the evaluation assessment will be reapplied.  However, in some such situations it may be apparent that the investigation would be more appropriately dealt with in a different investigation level.  In such cases the OIC must complete the following steps:

· Ensure that all lines of investigation to date are detailed on the Crime Report.

· Highlight further evidence that has increased the complexity / seriousness of the investigation.

· If further offences have been disclosed they should be recorded on the Crime system and cross referenced to the original investigation.

· Ensure that any new safeguarding issues that have been identified are addressed.

· LIT Investigations – refer investigation to the LIT DS for further consideration. If deemed appropriate the DS Fraud should be contacted for subsequent re-allocation to a SFI Trained resource within the organisation.

· CID Investigations – If deemed appropriate the DI Fraud should be contacted and consideration be given to a further re-assessment based on the Thrive principles and complexity.
11.3
With the formation of the ECT, it is expected they will own complex Fraud and OCG Money Laundering investigations whilst providing support and guidance to the organisation. Terms of Reference will be drafted by the DI Fraud. 
11.4
Following the above process removes the potential for crimes to be reallocated without discussion between levels of investigation and lead to a ‘backwards and forwards’ process of disputed crime allocations. 
12. Victim Data 
12.1 
The victims list received each week from NFIB/AF is dealt with by the Op Signature Guidance Document which is located on the intranet under Op Signature. 

13. Cyber Victim List 

13.1
Data received from NFIB/AF in relation to Cyber dependent intelligence/crime is signposted to the Regional Cyber Crime Unit and local Digital Intelligence Unit for further assessment and action.
Section 3 – Procedural guides
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Section 3 - Relevant Legislation: (Human rights/diversity/Health & Safety/any other specifics)
Fraud Act 2006
Section 4 - Related References:
1) Action Fraud – Guide for Police and Control Room Staff 
2) nfib-knowfraud-check@cityoflondon.pnn.police.uk
3) www.actionfraud.police.uk 

4) www.fca.org.uk
5) www.which.co.uk/consumerrights/advice/how-to-get-your-money-back-after-a-scam 
6) https://www.cifas.org.uk 
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Section 5 - Identification, Monitoring and Review

Responsibility for Annual Review will rest with DI- Economic Crime

The policy should enable consistent and effective decision making. Where operational or managerial circumstances require any decision making that would adversely affect adherence to the policy or procedure, in line with the ‘Statement of Intent’ of the constabulary and the police service ‘Code of Ethics’, if an officer/ police staff member believes that they need to make a decision that steps outside of policy and procedure they should do so, provided that:
• 
the officer/ police staff member raises the matter at the earliest opportunity (and ideally before any such decision is made) with their line manager declaring their intended (or actual) course of action if notification is made after the decision is taken, 

• 
produces, in a timely manner, a signed and dated written explanation of why it is/ was deemed necessary to step outside of policy and procedure, and 

• 
maintain an adequate record of this written rationale for audit purposes appropriate to the circumstances/ contravention
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Reference: Action Fraud User Guide 2018 
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Reference: Action Fraud User Guide 2018 

APPENDIX B 



ACTION FRAUD USER GUIDE  www.actionfraud.police.uk 



The National Fraud and Cyber Crime Reporting Centre is comprised of Action Fraud and the National Fraud Intelligence Bureau (NFIB). The service is hosted by the City of London Police, the national policing lead for economic crime. The Home Office and the City of London Corporation fund the service, through a combination of grant and match funding. The NFIB analyses reports of fraud and cybercrime made to Action Fraud, identifying lines of enquiry and where possible allocating cases to police forces for investigation. The national fraud and cybercrime reporting centre does not investigate fraud and cybercrime.
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Reference: Action Fraud User Guide 2018 





APPENDIX C



Fraud Types ‘The taxonomy of Fraud’



1. Bait & Switch Fraud  

Sometimes mistaken for a civil matter or a business agreement gone wrong. 

· Common in timeshare sales 



2. Recovery Fraud 

· Fraudsters will keep your details so they can contact you again pretending to be a ‘Recovery Company.’ They usually advise victims that they can recover the lost amount for a small upfront fee.

 There are free services like the Telephone Preference Service (TPS) to block unsolicited calls.



3. Advance Fee / Ticket Fraud / Telecommunication scams / Internet Auction Fraud 



This is when fraudsters target victims to make advance or upfront payments for goods using or services that do not materialise using the internet or telephony.  Potential alternatives to investigation may include the following:



· Criminality notice to offender

· Referral to Trading Standards to use bespoke powers if they wish to proceed

· Intelligence to be submitted accordingly.

· Victims to be advised of outcome and crime prevention advice offered

· Online platforms e.g. EBay and Gumtree as well as payment facilitators (PayPal) also have their own investigation and resolution departments and consultation may be required with them regarding their role in respect of indirectly facilitating fraud.



4. Online Dating / Romance Fraud



This type of fraud preys on potentially vulnerable people in our community whereby the victim is led via development of a long distance e-mail or phone relationship into believing they are in an intimate relationship with someone they have never met face to face, building up enough emotional attachment to ask for money to be sent to them for fictitious reasons. Potential alternatives to investigation may include the following:



· Ensure safeguarding around the victim is in place and crime prevention advice is given

· Intelligence to be submitted accordingly with correct dissemination (noting the offenders are mainly abroad).

    

5. Mandate Fraud



This type of fraud is when someone gets a member of the public or business to change a direct debit, standing order or bank transfer mandate, by purporting to be an organisation they make regular payments to either by sending targeted or random e-mail requests via the internet (phishing) or phone. Potential alternatives to investigation may include the following:



· Criminality notice to offender

· Intelligence to be submitted accordingly.

· Victims to be advised of outcome and crime prevention advice offered

· The clearing banks also have their own investigation and resolution departments and consultation may be required with them regarding their role in respect of indirectly facilitating fraud.



6. Gambling Fraud



This type of fraud involves the fixing of odds or results to deceive bookmakers or members of the regulated gambling sector. Potential alternatives to investigation may include the following:



· Referral to Gambling Commission (the regulatory body in this sector) should be consulted to ensure that the member is not complicit and provide bespoke crime prevention advice to the member.



7. Intellectual Property Fraud  



This is when fake goods are passed off as originals and effects many industries including health, music, film, fashion and fragrances. Potential alternatives to investigation may include the following:



· Referral to Trading Standards

· Referral to the Intellectual Property Team at City of London Police

· Referral to FACT (Federation Against Copyright Theft) if music or film related offences



8. Domain Name Scams



This scam is offering businesses first refusal on a domain name, suggesting someone else is just about to buy it or by sending out bogus domain name renewal notices. Potential alternatives to investigation may include the following:



· Criminality notice to offender

· Intelligence to be submitted accordingly.

· Victims to be advised by letter of outcome and crime prevention advice offered

· Referral to Nominet to consider whether abusive registration



9. [bookmark: fourthree]Mass Marketing and Miscellaneous Fraud



10. Bogus Tradesman Fraud



This type of fraud preys on potentially vulnerable people in our community whereby the victim is tricked or pressured into buying goods or services that the victim does not want or something that is poor value for money. Potential alternatives to investigation may include the following:



· Ensure safeguarding around the victim is in place and crime prevention advice is given

· Criminality notice to offender

· Referral to Trading Standards to use bespoke powers if they wish to proceed

· Intelligence to be submitted accordingly.



11. Charitable Publication Fraud



Charitable Publication Frauds occur when a telesales agent calls a business selling advertising space in a bogus publication for a seemingly good cause. Potential alternatives to investigation may include the following:



· Disruption visit to business premises with Trading Standards and DWP and criminality notices served

· If the business is limited company then Companies Investigation Branch of Department for Business, Energy & Industrial Strategy should be consulted to wind up the business in the public and disqualify directors of the company

· Intelligence to be submitted accordingly.



12. Insurance Fraud



Insurance related fraud happens when false claims are made to insurance companies. Potential alternatives to investigation may include the following:



· Referral through to City of London Police’s Insurance Fraud Enforcement Department (if high volume and organised criminality)

· Referral to the insurance companies Fraud Investigation Team.

· Criminality notice to offender

· Intelligence to be submitted accordingly.

· Victim to be advised of the outcome



13. Mail Scams



Legitimate mail boxes and post redirections can be used in the application of fraud. Potential alternatives to investigation may include the following:



· Criminality notice to offender

· Referral to Royal Mail Investigations Unit to use bespoke powers if they wish to proceed

· Intelligence to be submitted accordingly.

· Victims to be advised of the outcome and crime prevention advice offered



14. Money Laundering & movement



This is when proceeds of crime from fraud, or money needed to fund fraudulent activity is moved either using virtual payment systems or by the use of money mules, or when fraudsters buy stolen credit cards or bank account details. Potential alternatives to investigation may include the following:



· Criminality notice to offender

· Intelligence to be submitted accordingly.

· Referral to HMRC/DWP



15. Long/Short Firm Fraud



This is when criminals set up an apparently legitimate business, develop a relationship with suppliers/wholesalers and once having won their trust place several large orders before disappearing with the goods to sell elsewhere. Potential alternatives to investigation may include the following:



· Disruption visit to business premises with Trading Standards and DWP and criminality notices served

· Intelligence to be submitted accordingly.

· [bookmark: fourfour]Victims to be advised of the outcome and crime prevention advice offered



16. 	Account Takeover Fraud 



This type of fraud occurs when a criminal poses as a genuine customer, gains control of an account and then makes unauthorised transactions. Potential alternatives to investigation may include the following:



· Criminality notice to offender

· Referral to the victim’s bank’s fraud investigation team to close account and restrict use

· Referral to Dedicated Cheque and Plastic Card Unit (DCPCU) to investigate if linked or volume offender(s)

· Intelligence to be submitted accordingly.

· Victims to be advised of the outcome and crime prevention advice offered



17. 	Credit Card/Bank Card/Cheque Fraud



This type of fraud occurs when personal information is stolen from a card, or the theft of the card itself leads to unauthorised transactions. Potential alternatives to investigation may include the following:



· Criminality notice to offender

· Referral to the victim’s provider’s fraud investigation team to close account and restrict use

· Referral to DCPCU to investigate if linked or volume offender(s)

· Intelligence to be submitted accordingly.

· Victims to be advised of the outcome and crime prevention advice offered.



18. Investment Frauds



This type of fraud comes in a variety of guises; however the basis of the offence is the same with potential investors giving money on the assurance of achieving a return and then losing their investments.



Due to the prevalence of these types of offences there are multiple government regulatory bodies and alternative law enforcement agencies where these cases could be referred. A selection of offences and appropriate specialist investigative bodies are listed below. 

False Accounting Fraud – HMRC/DWP/CIB/Insolvency Service

Bankruptcy Related fraud – Insolvency Service

Business Opportunity/Trading Fraud – FCA/CIB/Trading Standards

Insolvency Related Fraud – Insolvency Services

Ponzi/Pyramid Scheme Fraud – FCA/CIB

Property Investment Fraud – FCA/CIB

Land Banking Fraud – FCA/CIB

Loan Scams – FCA/Trading Standards

Mortgage Fraud – FCA/SRA

Pension Liberation Fraud – Pensions Regulator.



If the above organisations will not undertake an investigation, potential alternatives to investigation may include the following:



· Disruption visit to business premises with appropriate above agencies and criminality notices served

· Intelligence to be submitted accordingly.

· Victims to be advised of the outcome and crime prevention advice offered
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FRAUD ESCALATION PROCESS

Information Pack and FAQ’s

ESCALATION PROCESS - INSTRUCTIONS

Please note that this is an interim solution which may require review when processes for the national
tasking and coordination of serious and organised crime are adopted and embedded.

1 — All forces adopt the ‘principles for escalation’ (see below) as a means of identifying suitable cases.
Operations suitable for escalation are MORILE scored and a MoRILE rationale document completed
(ROCTA11). Please be as specific as possible in the rationale for escalation as to the support required.

2 — ROCU ROCTA (Regional Organised Crime Threat Assessment) moderates MoRIiLE and determines
the most appropriate response using the ‘principals for escalation’ or provides rationale for non-
escalation.

3 —Cases requiring NECC or NLF (National Lead Force — City of London Police) support submitted direct
to NLF by ROCTA

4 — Cases suitable for ROCU support are presented to ROCU tasking

5 — Cases not adopted by NLF or NECC are returned to referring Force / ROCU with rationale.
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PRINCIPLES FOR ESCALATION

The following factors are intended to be a guide to help determine when it may be appropriate to

escalate a case for ROCU, NLF or NECC support. The factors are not intended to be a check list nor a

means of scoring or determining whether an escalation will be supported by the ROCU, NLF or other

agencies.

The criminality amounts to serious and organised crime

The threat or criminality is complex and to progress the investigation specialist skills and/or a
multi-agency response will be required neither of which are available in-force.

The high volume of victims or extensive level of enquiries required to conduct a proportionate
investigation is greater than the level of resources that could reasonably be expected of the host
force to provide.

The threat or criminality will require extensive investigative enquiries in multiple jurisdictions

The threat is resulting in, or has potential to result in, systematic financial losses to private and/or
public sector organisations.

The criminality risks undermining the UK’s reputation, commercial and financial interests.

The threat is causing, or has the potential to, cause harm or significant loss to a large number of
individual or corporate victims.

The criminality, or threat is an emerging trend or part of a series which would benefit from a
regional or nationally coordinated response.

The primary threat or criminality emanates from outside the UK jurisdiction and requires
significant international cooperation and/or investigation.
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FREQUENTLY ASKED QUESTIONS

What are the benefits of this process?

Benefits

v’ A consistent approach to defining cases suitable for escalation

v Compatible with SOC tasking and partner agency methodology

v' Provides visibility of the national threat picture and enables effective prioritisation
v’ Transparent and faster decision making

What consultation has taken place?

e Active engagement with the SOC tasking build

e Consulted policing colleagues through workshops, meetings and face to face consultation.

e Drafted and consulted on a set of principles which will form the basis of determining whether
a case held by a local force is suitable for escalation.

¢ Conducted a pilot exercise with the East Midlands Region.

e Introduced a monthly COLP tasking process to assess and manage requests for national
assistance.

e Introduced Regional Fraud Development Officers to assist with management of regional
processes and support communication to/from local-regional-national.

e Continued engagement with the NECC to ensure future communication with policing is
coordinated and consistent.

Further feedback is welcome and can be directed in the first instance to:
National.CoOrdinatorsOffice @city-of-london.pnn.police.uk

What should local forces do now?

e Review ongoing investigations and where appropriate commence the escalation process. As
the process embeds this will create, for the first time an accurate record of the significant
fraud investigations held by policing with each one of those investigations MORILE scored.

* Implement a regular review process to ensure that new cases suitable for escalation are
identified and MORILE scoring for existing cases is modified if required.

What will ROCU’s and RDO’s do now?

e Ensure that each ROCTA is equipped to receive fraud referrals and develop a working
relationship with each force to provide guidance and support.

e Ensure that timely feedback is provided to submitting forces on case escalation progress and
decisions.

What sort of response can ROCU’s offer when a case is escalated?

By MORILE scoring significant investigations ROCU’s will have a means of assessing the true demand
profile and risk associated with fraud. This will provide a gateway to:

*  Proactive/covert assets
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e Bespoke advice and guidance

* Coordinated intelligence gathering/analysis

ROCU’s will also assist with OCG mapping and management of OCG’s.

What will NLF do now?

¢ NLF will receive escalations from ROCU’s via the inbox fraud.hub@cityoflondon.pnn.police.uk

e Aninitial response will be provided within 10 days and the submitting ROCU advised of the
decision taken/proposed action. If a case review is required NLF will complete tis within 28
days unless previously advised otherwise.

e Establish a monitoring process to record details of all investigations submitted for escalation.

Establish a weekly call with ROCU’s to discuss ongoing fraud investigations/emerging issues

Note that the escalation of an investigation does not automatically infer that another unit or
department will deal with the investigation in its entirety. In many cases it may be appropriate to offer
advice or provide resourcing to support the investigation, ownership of which will remain with the
referring unit. In many cases an early referral for advice will enable the investigating unit to set an
effective and appropriate investigative strategy.

For NECC referrals, NLF will act as a gateway for submissions. A ‘roles and responsibilities’ document
is attached with this circulation which sets out the services offered by the NECC and policing at local,
regional and national level. Note that the NECC does not offer intelligence development nor
investigative services.

My case requires urgent escalation that cannot wait for tasking cycles. What should | do?

In force/ROCU on-call protocols should be followed for urgent matters requiring immediate attention.
For all other cases where a faster response is required forces should seek ROCTA assistance in the first
instance and a decision reached as to whether the case requires more immediate attention. ROCU’s
can seek advice from NLF or submit a referral to fraud.hub@cityoflondon.pnn.police.uk

There is no additional capacity in the system. Won’t this be a waste of time?

NLF currently has 81 live investigations managing over 11,000 victims. It is accepted there is limited
capacity to adopt new investigations, similarly ROCU’s have competing priorities however this process
will mean that for the first time NLF and ROCU’s will be able to prioritise investigations based on a
thorough understanding of the national threat picture. This will aid decision-making when considering
adoption of cases and provide us with a stronger negotiating position when engaging with partners.
In addition to all of the above it will begin a process to raise the profile of fraud as a national threat.
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Fraud Escalation Process
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Form completed by
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ECONOMIC CRIME ROLES AND RESPONSIBILITIES

Local Policing

Regional Policing

National Policing (National Lead Force / NPCC)

National Economic Crime Centre

Understand the
threat (and

Understand the local threat and demand picture and
share via regional forums

Understand the regional threat and demand picture and
share with local and national policing and NECC

Understand the national policing EC threat and demand picture and share
across policing and the NECC. Lead on nationally significant issues relevant

Understand the national SOEC threat and demand picture, share with
policing and provide the UK collective voice on economic crime.

National register of trained fraud investigators

demand) to Policing in partnership with THE NECC.
§ Set priorities Set local policing priorities taking into account local Set regional priorities taking into account local and regional Inform NECC priority setting Set national SOEC priorities
< threats and EC priorities threats and national EC priorities including local priorities Communicate national SOEC priorities across policing Influence adoption of SOEC priorities through National Strategic Tasking
% Set national EC policing priorities taking into account national SOEC priorities
o
% Capabilities Understand local capability gaps Understand regional capability gaps Understand national policing capability gaps for EC Understand national SOEC capability gaps
o Inform regional capability strategies Inform national policing capability strategy for EC Set national policing capabilities plan for EC and communicate to local and Set national capabilities plan for SOEC
o Inform national policing capability strategy for EC Develop capabilities in support of local, regional and regional policing
Develop capabilities in support of local, regional and national priorities and EC capabilities plan Inform NECC capability plan
national priorities and EC capabilities plan Develop National Lead Force capabilities to support national priorities and EC
capabilities plan
Crime reporting Record locally reported or identified fraud on AF/NFIB Record locally identified fraud on AF/NFIB Record national fraud crime on AF/NFIB.
and recording Record other EC on locally managed systems Record other EC on locally managed systems Provide advice, guidance and support for fraud crime recording to policing.
Report outcomes to NFIB Report outcomes to NFIB
Intelligence Collect and develop EC intelligence locally and SOEC Collect and develop SOEC intelligence regionally and Agree national EC intelligence requirements. Agree national SOEC intelligence requirements
intelligence commissioned regionally commissioned nationally. Collect and develop SOEC intelligence nationally. Commission SOEC tactical and strategic intelligence from NCA
Map and/or MORILE score EC OCGs Host Regional Fraud Development Officers and regional Provide gateway for fraud information and intelligence from LEA, government capabilities (NCA/NAC/NTC) and other partner agencies.
Dissemination of regional and national intelligence EC Threat Groups. and private sector partners through NFIB. Disseminate fraud intelligence from Provide gateway for systematic SOEC information and intelligence
NFIB. sharing between LEA, government departments and with the private
Develop and contribute to international intelligence and knowledge sharing sector through JMLIT.
initiatives in partnership with the NECC.
Tasking and Local EC tasking and coordination Map EC investigations on prioritisation grid regionally Fraud case allocation locally and nationally through AF/NIFB Task and coordinate national multi-agency SOEC investigations to NECC
> coordination Escalation to regional tasking Regional SOEC tasking and coordination Map significant national EC investigations on P1-4 grid partners (NCA, COLP, FCA, HMRC, SFO and CPS)
=2 Escalation to national lead force tasking (fraud) Escalation to NECC tasking on behalf of policing. Secure threat neutral resources to support high priority SOEC
a Escalation to NCA tasking for national specialist investigations through national tasking
T capabilities (other EC) Prioritise, plan and coordinate the law enforcement response to critical
.5 national EC (or fraud) incidents
g Coordinate intl. assistance for NECC tasked operations
Q.
o Investigate AF/NFIB crime disseminations Locally and regionally identified SOEC Serious and organised national fraud identified by policing
Locally identified EC Investigative support and advice to local forces Fraud investigation support and advice to local and regional policing
Regionally tasked SOEC Nationally tasked SOEC NECC tasked SOEC
Asset denial Asset denial and enforcement Maintain oversight of significant investigations held by policing.
Protect, Prevent Deliver local activity and implement national EC Deliver regional activity and implement and coordinate Develop, implement and coordinate national EC interventions across policing Develop, implement and coordinate national SOEC campaigns and share
and Prepare campaigns national EC campaigns regionally Inform and support partner campaigns. with national policing.
Influence national policy and legislation in partnership with the NECC Influence national policy and legislation on behalf of partner agencies.
Victims Identify vulnerable victims and communities Manage victims linked to regionally led EC investigations Manage victims linked to NLF investigations Share best practice with partner agencies and coordinate compensation
Signpost and care for victims based in force area Set policing strategy for EC victims schemes.
Manage victims linked to force-led EC investigations
Identification of funds suitable for repatriation
Performance Collect and monitor local EC performance data Report Collate and interpret regional SOEC performance data and Collate, interpret and report national EC policing performance and share with Collate, interpret and report on NECC performance
§ performance / outcomes to NFIB share _with national policing and national performance NECC and national performance reporting Interpret national SOEC performance
g Report SOEC disruptions to regions reporting Report performance on NECC tasked activity
5 Report regional fraud performance / outcomes to NFIB
E Report performance on NECC tasked activity
§ Good practice Share good practice regionally and nationally Share good practice regionally and nationally Identify, develop, evaluate and disseminate EC best practice across policing Identify, develop, evaluate and disseminate SOEC best practice nationally
3 Review and implement nationally disseminated good Review and implement nationally disseminated good Share EC best practice with NECC and other partners and share with national policing
§_ practice where appropriate practice where appropriate Deliver specialist fraud and corruption training for policing and other partners
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For further information, please contact DI Wayne Usher, Fraud and Financial Crime

Overview


Fraud is a hidden and under-reported crime with victims often in denial or unaware of the criminality behind it. Increasingly fraud is becoming more complex and sophisticated, much of which is targeted at vulnerable and elderly people. Technology is enabling fraudsters to carry out attacks more quickly and employ more complex behaviours to remain undetected. 


The nature of fraud victimisation is not only financial. The emotional impact is significant and includes guilt, misplaced trust and diminished confidence, resulting in detrimental effects on physical and mental health and increased social isolation.

Operation Signature is a standardised reporting and recording process to identify and support vulnerable victims of fraud. The process provides preventative and support measures intended to protect victims and safeguard them from further targeting. An important strand of Operation Signature is its wider messaging and prevention advice, and working with statutory and voluntary agencies both locally and nationally to influence change.

The overall aims of Operation Signature in Gloucestershire are to ensure that:


· We deliver an excellent quality of service to vulnerable victims of fraud through face to face, uniformed visits;


· Vulnerability is identified at the earliest opportunity and those requiring additional support are referred to suitable partner agencies;


· Preventative measures are identified and implemented, with an emphasis on maximising protection for the victim and reducing the risk of repeat victimisation.


· To contribute to the OPCC aim: Older but not overlooked and our Strategic Objective 7:  To optimise the efficient and effective use of resources.

This guidance will enable the reader to understand our Operation Signature process and tools in Gloucestershire.  It sets out a framework for the identification, management and protection of vulnerable victims of fraud under Operation Signature, based on the principle that vulnerable victims, particularly the elderly, are more likely to be targeted by fraud and are less able to protect themselves from becoming repeat victims. 

Vulnerability

“A person may be considered vulnerable if they are permanently or temporarily unable to care for or protect themselves against harm or exploitation.”  Definition agreed by the NVFWG, 2017.

A person can be considered vulnerable at all times OR only while certain circumstances exist either in isolation or collectively.


We have implemented a 5-point vulnerability matrix which helps us focus attention on fraud victims most in need.  The 5 points are:


1. A victim has been a victim of fraud previously


2. They are over 60 years of age


3. Have requested Victim Support


4. Online Self-assessment of vulnerability has scored 25+ (out of maximum of 35)

5. Combined score above 60 of : Online self-assessment of vulnerability, age and request for victim support


If any one of these 5 points is met, the victim will be supported through Operation Signature.


Initial Reporting


Vulnerable victims can be identified through the various sources of initial reporting, including third party, the victims themselves, through shared intelligence or via partner agencies including Action Fraud.

Operation Signature in Gloucestershire – the process


There are two main ways we can find out about vulnerable victims of fraud in Gloucestershire.  One is through Action Fraud and the other is through our own Force Control Room (FCR).


Our process for dealing with victims through Action Fraud is:

Stage 1:
The victim, or someone on behalf of the victim, reports details of the fraud to Action Fraud, either by completing their online form or by telephoning them direct.

Stage 2:  
Action Fraud allocates a National Fraud Reporting Centre (NFRC) reference number and then assesses the likelihood of finding the perpetrator.  They work with the National Fraud Intelligence Bureau to triage what action can realistically be taken.

Stage 3: 
Action Fraud informs us of all crimes that will not be allocated for investigation. This data is then processed by our ICT team in a bespoke app and our 4-point vulnerability matrix is applied.  All information on the vulnerable victims of fraud is then passed to our Community Harm Reduction Team responsible for managing the database who then triage the list by telephoning the victim to establish a requirement to attend.  This best practice has been tested during the trial phase and proved beneficial.  They then allocate all visits to Neighbourhood Supervisors in each area.  See Appendix A for detailed process map.

Stage 4:  
The PCSO will be allocated a visit via the app and all supporting information will be available through the app.  


Stage 5:
After the visit, the Neighbourhood PCSO will update the record in the app using their mobile device.  One visit completes the Operation Signature requirement.   


Stage 6:  
Any subsequent visits to the victim are considered community policing ie are not part of Operation Signature.  However, it is still important to record these further visits using the drop down box within the original record.

For all incidents of fraud reporting that come into our Force Control Room (FCR) our aim is to get support to vulnerable victims of fraud as early in the process as possible.  The process is:

Stage 1:  
The FCR allocate an Operation Signature tag to a report of fraud and apply a pre-determined vulnerability question set.  If the victim is not vulnerable, they are advised to report the crime to Action Fraud via the website or by telephone. They are emailed crime prevention advice and the incident is closed. 

Stage 2:  
If victim is identified as being vulnerable, the FCR will determine if it is a call for service and allocate appropriate resources.  If it is not a call for service, but requires assistance in reporting to Action Fraud, this is passed to the Incident Investigation Team (IIT) to follow up call and offer assistance in reporting.

Stage 3:  
The follow up call is made by IIT.  IIT will submit a third party report to Action Fraud and email crime prevention advice to the victim.  The incident is then closed.  

Please see Appendix B for more information.

Attendance Process


The level of support that a victim requires varies – it may range from a single visit by a PCSO providing crime prevention advice to a series of visits including from partner agencies such as Victim Support, Trading Standards or Social Services. 

Our standardised referral process allows us to provide support and, where required, additional follow-up visits to victims and ensures that preventative measures such as telephone call barring, bank contact, family and carer support and protective measures are implemented and sustained. 

Vulnerable victims’ next of kin are routinely contacted and consequently undertake many of the preventative measures themselves. In some cases, next of kin are actively encouraged to seek Power of Attorney to prevent further loss. 

Bespoke crime prevention advice will be provided during the initial visit. This helps to identify how victims were targeted, by whom and how best to prevent them becoming a repeat victim. If appropriate, a VIST (Vulnerability Identification Screening Tool) will be submitted.

The protocol is to visit the victim once as part of Operation Signature.  Second, third and further visits should be made as community policing visits although all visits should be recorded in the app using the drop-down box.

Please see Appendix A for more detail.

Victims in Denial 


A number of victims of fraud remain in denial having been successfully groomed by fraudsters.  This results in extensive losses and can amount to whole life savings. These victims can refuse to allow officers to inform their next of kin or family members. Whilst the gravity of overriding victim’s wishes should never be ignored, there will be circumstances when it may be in their best interests to do so. This will often be the most effective way to reduce the victim’s vulnerability from further financial loss. In these circumstances officers are advised to seek advice on a case by case basis regarding if and how disclosure might be made via the Harm Reduction Team. 


Partner agency referrals


Chronic victims of financial abuse require professional support over a sustained period of time to ensure that protective interventions are embedded and maintained. This has been shown to be the only means of ensuring there is confidence in the long-term protection of the victim. Those identified as high or medium risk require a significant degree of commitment beyond initial attendance and assessment.   Our protocol is first visit by a PCSO following the Operation Signature process.  Further visits should be treated as BAU (Business As Usual) community policing visits or referred to another agency eg Fire Service, Trading Standards or third sector organisation.


SARS (Suspicious Activity Reports)


Our Financial Intelligence Unit is responsible for reviewing sensitive intelligence received from banks, building societies, money transfer bureaus, accountants, solicitors and others from the regulated sector.  When reviewing the information received, they align it with other intelligence we have in Unifi and assess whether a vulnerable person visit is needed.  If so, it will be carried out by the Harm Reduction Team.


Money Service Bureaus (MSBs)


A large percentage of funds passed to fraudsters abroad are sent through MSBs, in particular MoneyGram and Western Union. These two companies have been supportive of the work carried out under Operation Signature and remain pro-active in various strands of work that identify and obstruct offenders operating from other countries (who owing to the geographic involved would be unlikely to be subject of a criminal investigation). 


Information on significant incidents is shared and the relevant MSB will take steps to block any further transactions attempted by the victim (where they are deemed vulnerable to abuse) and the recipient (from receiving any further funds from anywhere in the world).   

PCSOs conducting victim visits will need to proactively contact the appropriate MSB, with the victims’ consent, with details to prevent future losses.  

Banking Protocol

The Banking Protocol is a partnership between the police and banking sector to prevent customers falling victim to fraud.  

The Protocol asks bank staff to recognise when a customer is requesting a cash withdrawal or bank transfer which appears to be out of character and it provides staff the confidence to ask a number of questions to gauge if the customer is making the withdrawal or transfer as a result of fraud. We ask the bank to have the confidence to call police and quote - The “Banking Protocol.”  


Many bank and Post Office colleagues recognise out of character transactions or potential fraud and ask relevant questions. Unfortunately this is not always the case and opportunities are missed to prevent customers being defrauded and losing money. In instances where colleagues have identified customer’s requesting withdrawals or transactions as a result of fraud this is not always reported to police. In these cases the victims are often contacted by the suspect again and continue to be defrauded. 


The Protocol aims to:


· Increase knowledge of current fraud methods

· Ensure consistency with bank branches and financial institutions recognising and questioning unusual transactions

· Provide a standardised method for how these concerns are dealt with and reported to police

· Ensure consistency in the police response

· Increase confidence in the police

The Protocol launched in the South-west region on Tuesday 30th May 2017 and includes:

· Lloyds banking Group including Halifax and TSB branches


· Barclays


· HSBC


· RBS including Natwest branches


· Santander


· Nationwide


· Metrobank


· Clydesdale


· Cooperative bank


· Citi


· Marks and Spencer


· Post Office


Age and vulnerability can be a consideration factor, whist crime data analysis and demographics indicate that the 70 and over age group are targeted more than other age groups for Courier & Bogus builders fraud, this should not prevent us protecting any customers from financial harm. 


Courier fraud, and rogue trader offences are two of the most common offences in which suspects ask the victim’s to attend banks to make withdrawals or transfers. However, customers may have been the victim of another fraud, such as romance fraud or investment fraud. The Banking Protocol should be followed for any transaction that bank staff feels is unusual as they may prevent the customer losing funds to a fraudster.  Please see appendix C for explanations on some of these types of fraud.

Training


PCSOs have received Operation Signature training. This is in addition to the Force Vulnerability Training provided by the Staff Development Unit (SDU).  This is reinforced with regularly updated pages on our intranet. These pages include advice and guidance around public contact, internal processes and the ongoing development of partner agency involvement.  All new members of call handling staff receive an input whilst they are with the Tutor Unit. 


The majority of internal and external training is delivered face to face and commences with the showing of our seven-minute film:  Scam the Secret Crime. https://youtu.be/0ZDpw_IDSps . The objectives of the film are:


· To provide an introduction and overview of the subject of vulnerable victim fraud in a thought-provoking format.

· To leave viewers with a strong sense of the real and devastating impact of financial crime on individuals and families.

PowerPoint presentations covering the call handlers and PCSO roles have also been developed and are available on request.

The City of London is the national policing lead for fraud and their Economic Crime Academy is currently developing training around Operation Signature processes that will be available nationally.

Awareness and prevention campaigns


Action Fraud website contains a number of useful hints and tips to prevent people becoming victims of fraud.  https://www.actionfraud.police.uk

Gloucestershire Constabulary website contains information to help prevent people becoming victims of fraud.  https://www.gloucestershire.police.uk/staying-safe/staying-safe-against-scams-or-fraud

In addition, during 2019, we will be supporting Operation Signature with an awareness raising campaign to help prevent Gloucestershire residents becoming victims of fraud in the future.  This very much fits with our commitment to support people that are older but not overlooked but of course we can all take action to protect ourselves and our families from becoming victims of fraud.  
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Frequently Asked Questions



What should I do if the Operation Signature app stops working?


Please call our ICT team on (01452) 754444.

What should I do if I think the victim I am visiting requires support from another agency?


All visiting PCSOs will have received vulnerability training, have access to the VIST and can speak to their Sergeant or Community Harm Reduction Team for further advice.

How long will it take for a vulnerable victim of fraud to be contacted by our Community Harm Reduction Team?

We receive reports from Action Fraud on the 17th of each month.  This information relates to the previous calendar month.

How long does it generally take for a vulnerable victim of fraud to be contacted by Gloucestershire Constabulary if they reported the crime through Action Fraud?


A call for service into the FCR would generate an immediate response.

How long have I got as a PCSO to complete the visit?

A Neighbourhood Sergeant will allocate to a PCSO within 5 days.  The PCSO should make contact and arrange a visit within 7 days.  If you have not been able to make contact with the victim within 28 days, please return the allocation through the app to the Community Harm Reduction Team.

What is Courier Fraud?


Generally, but not exclusively, courier fraud is where the fraudster ‘cold calls’ the victim and makes claims designed to encourage the victim to divulge specific personal information such as their PIN.  Most typically they will claim to be a police officer or from the fraud department of the victim’s bank and suggest that they have been the victim of a fraud or attempted fraud.  Traditionally the fraudster will either arrange a local taxi company or associate to collect victim's bank cards from them at a pre-arranged location.  The suspect will then use the cards to withdraw cash. Reports of courier fraud have now seen fraudsters making various claims to encourage the victim’s attendance at their bank or Post Office to withdraw funds, or a shop to buy items of high value, which the suspect or an associate will then later collect. 


What do you mean by rogue traders?


This offence involves a ‘trader’ knocking on a victim’s door and describing a problem with the victim’s house in need of work or repair (i.e. roofing, guttering or pathway in poor condition). The work usually does not need doing or the subsequent work done is of poor quality when completed and is often overcharged. The victims are usually older in age with a trusting nature and readily available cash. Some are isolated and do not have support networks around them, often they are pressurised in an intimidating way.

Once ‘completed’ the trader will generally escort the victim to their local bank or post office, either by driving them there themselves or contacting a local taxi company. The alleged trader will wait for the victim to withdraw the money owed to them and leave with the money in hand. Usually this is an excessive amount and the transaction is out of character for the victim. Ultimately the victim is unaware that they have been the victim of fraud.


Should Banking Protocol calls be treated as urgent?

The aim is for all calls to be treated as urgent under the banking protocol.  Consider a grade 1 response if the suspect location is known or they are believed to be nearby.  Serious consideration should be given before actioning any request to downgrade a call.  These are a crime in action and should be treated as such.  If the victim has left the scene, or does not believe they are the victim of fraud they are at a real risk of losing more funds.  There is a high likelihood the suspects will continue to contact the victim and attempt to obtain money from them.  Therefore we must make direct contact with the victim.  Use THRIVE+ to assist in your assessment and decision making.

Glossary of Terms




ECU – Economic Crime Unit


MSB – Money Service Bureau (e.g. Western Union)


NCRS – National Crime Recording Standards


NFIB – National Fraud Intelligence Bureau


NFRC – National Fraud Reporting Centre 


OIC – Officer in charge (of an investigation)


SARS – Suspicious Activity Reports


SPOC – single point of contact


VIST – Vulnerability Identification Screening Tool
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