OFFICIAL

Gloucestershire Constabulary
Police Headquarters

No.1 Waterwells, Waterwells Drive
Quedgeley, Gloucester. GL2 2AN
www.gloucestershire.police.uk

Our reference: FOI_26 0804

E-mail: FOlI@gloucestershire.police.uk

Direct dial: 01452 754304
Postal Address: As above
Date: 14/09/2026

Dear

Gloucestershire Constabulary Freedom of Information request FOI_26_0804

On 25/08/2026 you sent an email constituting a request under the Freedom of Information
Act asking the following:

Software:

Please provide a full list of all Al tools and algorithmic systems currently in use by your
force, including:

name and description of the tool;

the date it was adopted;

its purpose;

the operational context it is used in; and

the vendor/supplier.

Please provide a full list of all Al tools and algorithmic systems which are being piloted,
planned for adoption, or have been approved for adoption including:

name and description of the tool;

the start and end date of pilot / planned adoption date;

its purpose;

The operational context in which it was trialled / will be adopted;

the vendor/supplier; and

Whether the pilot was / will be formally evaluated. If so, how and by whom.

Has your force ever used or trialled an Al / facial recognition software that scrapes images
from the internet?

Does your force use or has it considered using polygraph technology. If so, in what
contexts, and please provide any policies, guidance, or standards governing such use.

We are committed to being an anti-discriminatory organisation. This means not only acting in a non-discriminatory
way, but addressing systemic inequalities, disadvantage and discrimination.
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Validation / testing:

What criteria does your force use to decide whether a piloted tool should move to full
operational deployment i.e. that it is fit for purpose? Please provide copies of any relevant
policies or decision-making frameworks

Does your force have a defined minimum accuracy threshold that an Al tool must meet
before it is considered fit for operational deployment? If so, please provide the relevant
policy or standard.

For each Al tool currently in operational use, please provide / confirm:

The accuracy rate claimed by the vendor at the point of procurement;

Whether any independent verification has taken place to assess the accuracy of the tool. If
so, please provide the independently verified accuracy figures available to your force.
Whether your force has identified any discrepancy between vendor claims and actual
performance.

For each Al tool in use, please provide copies of any validation or accuracy testing reports
conducted prior to or following deployment. Has your force assessed if the Al tools in use
perform differently across demographic groups - for example, by race, gender, or age? If
so, please provide details and copies of any such assessments or reports

Monitoring/ training:

For Al tools, which are currently implemented or have been previously implemented, have
any results been produced which were later found to be inaccurate, unreliable, or
misleading in an operational context.

Does your force conduct ongoing post-deployment monitoring of Al tool performance? If
so, please describe the process, including intervals for reviews and what criteria are used
for assessment. If any policies are available, please provide these?

Has your force conducted any reviews to assess whether Al tools in use have experienced
model drift - that is, a decline in performance over time as the data environment changes?

Has any Al tool been withdrawn from operational use following a performance review or
drift assessment? If so, please provide details of the tool and the reasons for withdrawal.

For generative or predictive Al tools, are officers required to record their independent
reasoning before acting on an Al-generated output? If so, please provide copies of any
relevant policies or recording requirements.

In cases where Al tools have been used in an investigation, what information is routinely
recorded and retained to enable future disclosure - for example, the name and version of
the tool, the confidence score of any match, and the date of use?

What mandatory training is provided to officers who use Al tools in operational policing?
What measures does your force have in place to audit the use of Al by its officers?

In the last three years, have any officers faced disciplinary action over inappropriate use of
Al in carrying out their duties? If so, please provide statistics.
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Gloucestershire Constabulary can confirm that it holds some relevant information relating
to your request, however the duty in Section 1(1)(a) of the Freedom of Information Act
2000 does not apply to part of your request by virtue of the following exemptions:

Section 24(1) — National Security
Section 31(1) — Law Enforcement

In relation to your request, the Constabulary can confirm that it does not use polygraph
technology.

Within the last three years, no police officers have been subject to disciplinary action over
inappropriate use of Al.

The remainder of your request, is exempt by virtue of the following exemptions

Section 24(1) — National Security

Section 31(1) — Law Enforcement

Sections 24 and 31 are both qualified prejudice-based exemptions and it is therefore

required to consider the harm in disclosure and conduct a public interest test.

Evidence of Harm

It is widely accepted that the disclosure of information through the FOI Act involves the
release of information into the public domain and that criminals and hostile actors will
monitor the responses to FOI requests in an attempt to gain information for nefarious
purposes. This therefore must be considered in relation to the disclosure of information.

Previously the Force may have disclosed some of the requested information, however due
to an ever-changing national threat profile facing law enforcement agencies, there is now
an increased focus on artificial intelligence (Al) and the wider cyber security of the Force
which in turn can affect the operational effectiveness of the Force, should the Force suffer
a cyber-attack. Disclosing the requested information would leave the Force at a
significantly increased risk of a cyber-attack as it would involve providing specific
information surrounding the wider governance of Al within the Force alongside also
providing exact technical information surrounding the Information Communication
Technology (ICT) capabilities of the Force.

The disclosure of material relating to the Force’s wider governance of Al such as policies,
standard operating procedures, risk assessments and audit reports would reveal the
extent of the Constabulary's current capabilities, limitations, safeguards and governance
control measures. Disclosing such information would risk enabling those with criminal
intent to further understand how Al technologies are used within the policing arena and
identify perceived cyber vulnerabilities, weaknesses or gaps in the Al governance and
compliance process.

The Constabulary has an overarching goal of enforcing the law, preventing, and detecting
crime and protecting all the communities we serve through bringing offenders to justice. To
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achieve these objectives, the Constabulary relies on a range of digital technologies and
information systems, including emerging technologies such as Al. Disclosure of
information relating to the use and governance of Al would reveal intricacies of those
systems and the compliance process which may place the overarching law enforcement
goals at risk of being affected through disruption activities such as a cyber-attack.

If this FOI request was to be requested nationally, the disclosing of information could be
used to understand cyber capabilities and governance on a national level as disclosure
would also enable a geographical picture to be drawn up. For example, if each Police
Force received the request and disclosed the requested information, this would contribute
to a broader national picture regarding digital capabilities and governance within Policing.
Which would contribute to a mosaic-like effect, whereby information would be obtained
indicating each Police Force’s digital capabilities and their governance strategy. This could
significantly assist those seeking to target police systems.

Disclosing information could be detrimental to the public, as disclosing the information
could assist a malicious actor by highlighting vulnerable forces and leaving those forces
open to cyber-attacks and both operational and infrastructure disruption.

Additionally, disclosing the information would also assist those seeking to circumvent
police processes by providing insight into the controls, safeguards and mitigations in place
relating to Al.

Public Interest Tests

Section 24 (1) National Security

Factors Favouring the Disclosure of Information

The police are accountable to the communities they serve. Disclosing the requested
information would allow the public to be greater informed and contribute to any public
debates surrounding the use and governance of Al within Policing. Disclosing the
requested information would also increase public confidence and provide reassurance that
there are stringent compliance frameworks in place covering Al within the Constabulary.

Factors Against the Disclosure of Information

The disclosure of the requested information would enable analysis of Constabulary wide
cyber security risk management relating to Al and ICT security and infrastructure. This
would provide in-depth knowledge to those seeking to conduct cyber-attacks or cyber
disruption activities.

On a national level, if the requested information was disclosed, a national picture of
capabilities, compliance, and governance would be able to be mapped. This would identify
other Police Forces which may or may not have as stringent frameworks in place. This
may place Gloucestershire Constabulary or another Force at risk of a cyber attack and/or
cyber disruption activities through releasing the level of cyber security risk management
relating to Al.

A cyber-attack or cyber disruption activities would significantly affect operational policing
and be harmful to the public. Any such disclosure could be exploited by those seeking to
cause harm, increasing the risk to the public. Therefore, any information that may lead to
compromise of national security which ultimately affects law enforcement capabilities and
hinders the prevention and detection of crime, is not in the interest of the public to be
disclosed.
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Section 31 (1) Law Enforcement

Factors Favouring the Disclosure of Information

Disclosing the requested information would raise public awareness surrounding Al usage
and governance within policing, this would allow the public to be more informed. Improved
public awareness may lead to increased public confidence surrounding the topic area.

Factors Against the Disclosure of Information

Whilst there is public interest in providing reassurance that police forces are appropriately
and effectively dealing with any threats, posed against technological capabilities, there is a
strong public interest in safeguarding the welfare and safety of the public.

If Police cyber and ICT systems were successfully attacked, it could lead to the loss of
confidentiality, integrity, and availability of police information. Any disclosure has the
potential to undermine current and future technological integrity, which in turn
compromises the overreaching goals which Police Forces are excepted to carryout.
Disclosing the requested information could risk jeopardising the daily running of police
operations through the impact of any such cyber-attack or disruption. Any such cyber-
attack or disruption would significantly affect the administration of justice.

The public would not expect the Constabulary to disclose any such information which
would place operational policing at risk and thus potentially place the public themselves at
risk.

Balance Test

The Constabulary recognises the importance of transparency and accountability in relation
to the adoption and use of emerging technologies such as Al.

Whilst there is a long-standing public interest in the transparency and accountability of
policing and, it can be said that the topic area is of some public interest. There is, however,
a substantial public interest in protecting information to ensure that operational policing
can proceed unhindered to ensure that the service delivered to the public is not affected or
detrimentally impacted.

The security of not only the Constabulary but the country is of great importance, and the
Constabulary would not seek to divulge any information if to do so would undermine
overarching law enforcement goals or pose a risk to wider national security. Disclosure
would increase the risk of harm to national security through the aggregation of information
concerning the police technological infrastructure and the protective measures in place.

If Police cyber and ICT systems were successfully attacked, it could lead to the loss of
confidentiality, integrity, and availability of police information. Any disclosure has the
potential to undermine current and future technological integrity, which in turn
compromises the overreaching goals which Police Forces are expected to carry out.

The public would not expect the Constabulary to disclose any such information which
would place operational policing at risk and thus potentially place the public themselves at
risk.

The points above highlight the merits for and against disclosure of the requested
information. In every case, public safety is the paramount focus and the disclosure of any
information which would place individuals and the Constabulary at risk or risk
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compromising the National Security of the United Kingdom, is not in the public interest.
This would have a negative impact on law enforcement and national security.

Pursuant to Section 17(1) of the Act this letter acts as a refusal notice under the Freedom
of Information Act 2000 in relation to your request.

If you are not satisfied with this response or any actions taken in dealing with your request,
you have the right to ask that we review your case under our internal procedure. Please
note that a request for an internal review must be made within 20 working days of the
response to your original request.

If you decide to request that such a review is undertaken and following this process you
are still unsatisfied, you then have the right to direct your complaint to the Information
Commissioner for consideration.

The Information Commissioner can be contacted via the following means:

Website - https://ico.org.uk/

Call their helpline - 0303 123 1113

Email - casework@ico.org.uk

Post — Information Commissioner's Office
Woycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Yours sincerely,

Disclosure Officer
Gloucestershire Constabulary
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