
  

 

We are committed to being an anti-discriminatory organisation. This means not only acting in a non-discriminatory 
way, but addressing systemic inequalities, disadvantage and discrimination. 
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Gloucestershire Constabulary 
Police Headquarters 
No.1 Waterwells, Waterwells Drive 
Quedgeley, Gloucester. GL2 2AN 
www.gloucestershire.police.uk 

 
Your reference: 

 
 

Our reference: FOI_24_0668 

E-mail: FOI 

 @gloucestershire.police.uk 

Direct dial: 01452 754304 

Postal Address: As above 

Date: 14/05/2026 

 

Dear  

Gloucestershire Constabulary Freedom of Information request FOI_24_0668 
 
On 14/07/2024 you sent an email constituting a request under the Freedom of Information 
Act asking the following: 
 
1) The College of Policing requirements for Information Management specify that each UK 
police force must have an Information Management Strategy (IMS): 
https://www.college.police.uk/app/information-management/management-police-
information/common-process-managing-police-information#information-management-
strategy 
Please provide a copy of your local Police Force's IMS. 
 
2) Please provide your Policy relating to the Management of Intelligence. As an example, I 
have attached Surrey's and Sussex's Policy. 
 
3) Do you use the same system for crime and intelligence recording? What are the 
name(s) of the system? 
 
4) In accordance with the National Intelligence Model, all intelligence should be handled 
using the 3x5x2 grading system, in which three source gradings exist; Reliable, Untested 
and Unreliable. In order to supplement National documents, an example of which I have 
attached and information available from National Policing College, via weblink: 
https://www.college.police.uk/app/intelligence-management/intelligence-report — what 
internal written material on the subject of intelligence has been produced by your Police 
Force (i.e. Guidance/a Handbook/Aide Memoire/Page on your Intranet or similar in nature) 
and is available to assist your officers? Please provide a copy of the information 
 
Under the Freedom of Information Act 2000 s1, I can confirm that Gloucestershire 
Constabulary holds some relevant information.  
 
 
 

https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.college.police.uk%2Fapp%2Finformation-management%2Fmanagement-police-information%2Fcommon-process-managing-police-information%23information-management-strategy&data=05%7C02%7CFreedom.Information%40gloucestershire.police.uk%7C8939c260c47e426fedf208dca4459c0a%7Cd4936c562d8640769ba6ea6bfd965203%7C0%7C0%7C638565866103413847%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=tsdgo9Anjh7Kh%2FBITEwedUVUAVs0aMmg5G0qkxhYYYY%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.college.police.uk%2Fapp%2Finformation-management%2Fmanagement-police-information%2Fcommon-process-managing-police-information%23information-management-strategy&data=05%7C02%7CFreedom.Information%40gloucestershire.police.uk%7C8939c260c47e426fedf208dca4459c0a%7Cd4936c562d8640769ba6ea6bfd965203%7C0%7C0%7C638565866103413847%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=tsdgo9Anjh7Kh%2FBITEwedUVUAVs0aMmg5G0qkxhYYYY%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.college.police.uk%2Fapp%2Finformation-management%2Fmanagement-police-information%2Fcommon-process-managing-police-information%23information-management-strategy&data=05%7C02%7CFreedom.Information%40gloucestershire.police.uk%7C8939c260c47e426fedf208dca4459c0a%7Cd4936c562d8640769ba6ea6bfd965203%7C0%7C0%7C638565866103413847%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=tsdgo9Anjh7Kh%2FBITEwedUVUAVs0aMmg5G0qkxhYYYY%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.college.police.uk%2Fapp%2Fintelligence-management%2Fintelligence-report&data=05%7C02%7CFreedom.Information%40gloucestershire.police.uk%7C8939c260c47e426fedf208dca4459c0a%7Cd4936c562d8640769ba6ea6bfd965203%7C0%7C0%7C638565866103429913%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Cb%2BHrxS8htB3Na75SY3lxTp6TiVrZLelXu5WUr8%2B4NU%3D&reserved=0
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Q1. Please see the attached document: 

• FOI_24_0668 - Information Management Strategy - Version 1.7 2021_Redacted 
 
The redacted information is subject to S.40 exemptions. 
 
Q2. Please see the attached document: 

• FOI_24_0668 - Intelligence guidance document_Redacted 
 
The redacted information is subject to S.31 exemptions. 
 
Q3. Unifi. This is correct as at the time of the request. 
Q4. Please see Q2. 
 
 
Section 17 of the Freedom of Information Act 2000 requires Gloucestershire Constabulary, 
when refusing to provide information (because the information is exempt) to provide you 
the applicant with a notice which: (a) states the fact, (b) specifies the exemption in 
question and (c) states (if not otherwise apparent) why the exemption applies. 
     
Regarding the redacted information, the following exemptions apply: 
     
Section 31(1)(a) – Law Enforcement 
Section 40(2) – Personal Information 
 
Section 31 exemption is qualified and prejudice based therefore both a Public Interest Test 
and Harm Test are required. 
 
Section 40(2) applies to third party personal data. This would not be released under the 
Freedom of Information Act unless there is a strong public interest. The disclosure of any 
information which could lead to the identification of an individual would breach the Data 
Protection Principles contained with the Data Protection Act 2018, namely the first 
principle which states that personal data shall be processed lawfully, fairly and in a 
transparent manner in relation to individuals.  
  
This exemption is absolute and class based therefore I am not required to apply either the 
public interest test or harm test in disclosure. 
  
In accordance with the Act, this letter represents a Refusal Notice for this part of your 
request.  
 
Section 31 
Evidence of Harm 
  
Release via the Freedom of Information Act is deemed a release into the public domain.  
 
To provide details of how the police record and use intelligence, may allow offenders to 
change their behaviour in a detrimental way.   
The disclosure of information which is likely to undermine the Constabulary’s ability to 
serve the public in preventing and detecting crime can only be considered as being 
harmful to the public. 
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Public Interest Test 
 
Factors in Favour of Disclosure 
 
Disclosing policies used by Police would provide a greater transparency in their actions 
and ensure that they operate effectively and efficiently.  
 
Factors against Disclosure 
 
Releasing the policy to the public could share strategies used by Gloucestershire 
Constabulary to conduct investigative work and could reduce the ability of the Police to 
prevent and detect offences and apprehend offenders.  
  
  
Balance Test 
  
The Police Service is charged with enforcing the law, preventing and detecting crime and 
protecting the communities we serve. Whilst there is a public interest in the transparency 
of policing procedures, there is a very strong public interest in safeguarding tactics and 
capabilities to ensure that the protection of the public is safeguarded. Therefore, it is our 
opinion that the balance of the public interest favours withholding the information. 
  
In accordance with the Act, this letter represents a Refusal Notice for this part of your 
request. 
  
If you are not satisfied with this response or any actions taken in dealing with your request, 
you have the right to ask that we review your case under our internal procedure. Please 
note that a request for an internal review must be made within 20 working days of the 
response to your original request. 
 
If you decide to request that such a review is undertaken and following this process you 
are still unsatisfied, you then have the right to direct your complaint to the Information 
Commissioner for consideration.  
 
The Information Commissioner can be contacted via the following means: 
 
Website - https://ico.org.uk/    
Call their helpline - 0303 123 1113  
Email - casework@ico.org.uk    
Post – Information Commissioner's Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
 
Yours sincerely,  
 
 
Disclosure Officer 
Gloucestershire Constabulary  

https://ico.org.uk/
mailto:casework@ico.org.uk
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Introduction 

The Gloucestershire Constabulary Information Management Strategy (IMS) will apply to 
all Constabulary information collected, received, created, held, shared, disseminated, 
disclosed, maintained, reviewed, retained or disposed of by all staff and officers 
employed by the Force in the course of carrying out their duties. This document covers 
all formats of information including, but not limited to, electronic, digital and hard copy.  
 
It is intended that the Gloucestershire Information Management Strategy (IMS) will 
provide the foundation for the iterative development of how we professionalise the 
management of information in the Constabulary. Information is the Constabulary’s most 
valuable asset and without it the force will be unable to achieve its visions or strategic 
aims.  
 
The Strategy will set out the key principles of information management. The Information 
Management Policy will detail the underlying standards, roles and responsibilities of key 
personnel in the management of information. It is the responsibility of everyone within 
the Constabulary to ensure information is used appropriately, in line with this strategy 
and accompanying policies and procedures.  
 
Gloucestershire Constabulary has a corporate responsibility to manage all information 
received, created and held for a policing purpose. The person with overall responsibility 
for this strategy is the Chief Constable.  
 
The Information management strategy sets out how the Force will work within a 
regulatory environment complying with relevant and related legislation, statutory 
instruments, Common Law and Codes of Practice (appendix A) 
 
Who is responsible for police information held within the force; also known as the Data 
Controller. 
 
The purposes for collecting and holding information. 
  
Which processes ensure that police information is audited for accuracy and relevance to 
the policing purposes? 
 
The controls that are applied to ensure the integrity and security of police information 
held by the force. 
 
The training required to support the management of police information. 
 
The dedicated resources which support the delivery of the IMS and their relationship to 
other business areas. 
 
Arrangements for receiving records and monitoring record keeping. 
 
How the force complies with national and local security policy and standards 
 

1. Strategic objectives and alignment 
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The Chief Constable is also the Data Controller (DC). This role is defined in the Data 
Protection Act 1998 as the individual within an organisation who determines the purpose 
and manner in which personal data is processed.  
 
The Head of Governance and Compliance will be responsible for overseeing the IMS to 
ensure that information management policies, processes and procedures are followed, 
risks mitigated, quality standards met and benefits realised.  
 
With the support of the Governance and Compliance Senior Management Team, which 
includes the following business areas: 
 

• Audit and Compliance 

• Information Disclosure – Data Protection, Freedom of Information, Information 
Sharing, CICA. 

• Risk Management and Insurance 

• Information Security  

• Records Management 

• Unifi and PNC support 

• Data Quality  

• Disclosure and Barring 
 

The force has produced policies to help implement the IMS approach (appendix B). 
 
The IMS will provide a framework around managing the Constabulary information 
throughout its lifecycle and to give a focus which has been missing. It aligns with all force 
strategic objectives within the Corporate Strategy: 
 
This also aligns to the OPCC Police and Crime plan.  
 

2. Information Management Strategy - Objectives 

• Define, support and develop Information Asset Owners (IAO) and their roles and 
responsibilities. 

• Develop guidance and introduce the Government Security Classification (GSC) 
and maintain compliance with the force’s GSC policy. 

• Align with force programmes, including the Digital Transformational Programme 
ensuring a consistent approach and delivery of information management is 
achieved.  

• To ensure that force align to the Data quality principles as set out by the College 
of Policing: 
http://www.app.college.police.uk/app-content/information-
management/management-of-police-information/collection-and-recording/#data-
quality-principles 

• Develop and introduce information management compliant systems and assets.  

• Align to the GDPR Data Protection Act 2018 and the new European Data 
Protection Regulations. 

• Ensure compliance with the Freedom of Information Act 2000. 

• To ensure that the Constabulary aligns with Management of Police Information 
(MOPI) as set out by the College of Policing.  

3. Key roles and responsibilities 
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In Gloucestershire we have a corporate responsibility to own and manage all information 
received, created and held for a policing purpose in accordance with the regulatory 
environment. The person with overall responsibility for this strategy is the Chief 
Constable.  
 
The Chief Constable is also the data controller. This role is defined in the Data 
Protection Act 2018 as the individual within an organisation who determines the purpose 
and manner in which personal data is processed.  
 
The Head of Governance and Compliance will be responsible for overseeing Information 
Management to ensure that information management policies, processes and 
procedures are followed, risks mitigated, quality standards met and benefits realised.  
 
The force has a corporate responsibility to ensure it has a business continuity plan in 
place to safeguard its corporate and information assets.  
 
The force will adopt the named responsibilities identified in MOPI People Assets.  
 
All staff within the Force will ensure that all information created, received and held, for 
which they are responsible, is accurate, relevant and kept up to date. This strategy will 
be made available to our partners and the public. 
 

4. Role alignment within the Strategy 
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All staff within the Force will ensure that all information created, reviewed and held for 
which they are responsible is accurate, relevant and kept up to date. All staff will: 

  

• Apply the basic principles of effective information management as contained in 
Authorised Professional Practice  
Apply the data quality principles to all police information 
Apply the operating rules relevant to the business areas to which they have 
access Apply the rules relating to information security  

• Ensure compliance with all relevant legislation, including the Human Rights Act 
2018, Data Protection Act 2018 and Freedom of Information Act 2000 

• To complete all relevant training to support this strategy and the management of 
police information.  

•  

5. Benefits of having an Information Management Strategy 

 
Strategic Benefits  Tactical Benefits  Operational Benefits  

 
IMPROVED  
POLICE  
PERFORMANCE  

Nationally consistent and 
effective management of 
information  
Improved auditing of 
decision-making process  
Increased understanding of 
and compliance with 
relevant legislation  
Reduced civil actions and 
complaints against forces as 
a result of poor information 
management.  
 
 

Improved data quality  
Responsibilities in relation to 
information management 
are clear  
Less officer/staff time and 
effort is needed to access 
information  
Less impact of civil action 
and formal complaints on 
officer/staff time and 
wellbeing.  

SAFER  
COMMUNITIES  

More informed decision 
making  
Improved targeting  
Improved processes for joint 
agency working  
Effective management of 
high risk offenders  
Enhanced disclosure 
processes  
Improved protection of 
children and vulnerable 
adults  
 

Related information is linked 
and associations between 
crime and offenders are 
more easily made  
Better deployment of 
operational resources  
Increased willingness of 
partner agencies to share 
information  
Less bureaucratic 
processes for sharing 
information  

INCREASED  
PUBLIC  
CONFIDENCE  

Improved victim/witness 
satisfaction  
Improved community 
relations  

Increased reporting of crime  
Increased provision of 
community intelligence 
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    Appendix A  

Strategic Drivers 

The strategy holds regard to the following regulators and national bodies that develop 
and oversee standards, these strategy key points are detailed below: 
   

 
Her Majesty’s Inspectorate of Constabulary (HMIC)  
Independently assesses police forces and policing across activity from neighbourhood 
teams to serious crime and the fight against terrorism-in the public interest.  
 
2015 Principal Inspection Objectives:  
 

• If Force strategies, policies & procedures for information management adhere to 
the principles of the APP on information management and former editions of the 
national guidance, are proportionate to risk and fit for proper use. 

• If information & intelligence are captured, recorded, evaluated, acted upon, 
audited and retained by police (including safeguarding interventions) in an 
effective way; and 

• If the use of the Police National Database is effective and efficient 
           

 
Information Commissioner’s Office (ICO) 
The ICO is the independent regulatory office dealing with the Data Protection Act 1998 
and the Freedom of Information Act 2000. 
 
Data Protection Principles: 
Everyone responsible for using data has to follow strict rules called ‘data protection 
principles’. They must make sure the information is: 
 

• used fairly and lawfully 
• used for limited, specifically stated purposes 
• used in a way that is adequate, relevant and not excessive 
• accurate 
• kept for no longer than is absolutely necessary 
• handled according to people’s data protection rights 
• kept safe and secure 
• not transferred outside the European Economic Area without adequate protection 

 
Freedom of Information Act: 
 

• Everybody has a right to access official information. Disclosure of information 
should be the default – in other words, information should be kept private only 
when there is a good reason and it is permitted by the Act; 
 

• An applicant (requester) does not need to give you a reason for wanting the 
information. On the contrary, you must justify refusing them information; 
 

• You must treat all requests for information equally, except under some 
circumstances relating to vexatious requests and personal data. The information 
someone can get under the Act should not be affected by who they are. You 
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should treat all requesters equally, whether they are journalists, local residents, 
public authority employees, or foreign researchers; and 
 

• Because you should treat all requesters equally, you should only disclose 
information under the Act if you would disclose it to anyone else who asked. In 
other words, you should consider any information you release under the Act as if 
it were being released to the world at large 

 

 
Home Office 
Code of Practice on the Management of Police Information (2005) 
Key Principles Governing the Management of Police Information Principles: 
 

• Duty to obtain & manage information 

• Requirement for police information 

• Grading & recording of police information 

• Ownership of police information 

• Review of police information 

• Retention and disposal of police information 

• Sharing of police information within the UK police service 

• Sharing of police information outside the UK police service 

• Protection of sensitive police information and sources 

• Obligations of those receiving police information 
 
National Intelligence Model Code of Practice 
 
NIM depends on information to feed the intelligence process. 
 
The purpose of this code is: 
 

• To set out to chief officers of police the basic principles and minimum 
common standards for the National Intelligence Model 

• To promote compatibility of procedures and of terminology for the 
National Intelligence Model 

• To clarify the responsibilities of chief officers and of police authorities in 
relation to the application of the National Intelligence Model 

• To ensure that observance of these principles, and the standards for 
implementation, results in a systematic programme of continuous development of 
police policy, practice and capability To identify and promulgate good practice. 
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       Appendix B   

Force Policies 

The Information Governance Board is responsible for strategic ownership and annual 
review of the following Constabulary policies and procedural documents:  

• Archive 

• Data Protection 

• E-Mail Security 

• Force Vetting 

• Freedom of Information 

• Government Protective Marking Scheme 

• ID Cards 

• Information Security 

• Information Sharing 

• Internet Security 

• Network Security 

• Patch management 

• Records Management 

• Visitor Policy 
 

All policies are available on the Constabulary’s intranet, the G&C administrator is the 
force contact for all policies.   
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The Transformation Programme 

The Transformation Programme has a number of objectives; four of these apply to the 
IMS: 
 

• Increase efficiency and reduce costs through digitally enabled process 
improvement & innovation in the way we work 

• Improve the capability for officers and staff to work more effectively, by providing 
the right tools to enable access to information where and when they need it 

• Increase the ease and effectiveness of work with partners, provide flexibility to 
reshape and interoperate, through enhanced mechanisms to share information 

• Increase the ability to exploit information and intelligence to inform decisions, 
investigations, management of threat and the deployment of resource. 

• Take into consideration Data quality when supporting the development or 
transition of force system. 
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