Gloucestershire Constabulary
Police Headquarters

No.1 Waterwells, Waterwells Drive
Quedgeley, Gloucester. GL2 2AN
www.gloucestershire.police.uk

Dear
Gloucestershire Constabulary Freedom of Information request 2023.0378

On 05/04/2023 you sent an email constituting a request under the Freedom of Information
Act asking the following:

1. Within your department, do your employees create their own passwords to access the
IT network and online applications?

a. Yes

b. No

2. Within your department, do you encrypt your employees’ passwords that are used to
access the IT network and online applications?

a. Yes

b. No

3. Within your department, do you implement access segmentation across your IT network
to prevent lateral movement cyberattacks and ransomware?

a. Yes

b. No

Under the Freedom of Information Act 2000 s1, | can confirm that Gloucestershire
Constabulary holds some relevant information.

1. Yes
2. Yes
3. Yes

If you are not satisfied with this response or any actions taken in dealing with your request,
you have the right to ask that we review your case under our internal procedure. Please
note that a request for an internal review must be made within 20 working days of the
response to your original request.

If you decide to request that such a review is undertaken and following this process you
are still unsatisfied, you then have the right to direct your complaint to the Information
Commissioner for consideration.

Yours sincerely,

Disclosure Officer
Gloucestershire Constabulary

We are committed to being an anti-discriminatory organisation. This means not only acting in a non-discriminatory
way, but addressing systemic inequalities, disadvantage and discrimination.
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